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About this Research

CompTIA’s State of the IT Skills Gap study was conducted to gain a better understanding of the IT skills in
demand and identify any existing or forthcoming IT skills shortages. The objectives of this research
include:

- ldentify which IT skills are and will be most important to employers
- Determine how well IT staff skills align with current/future needs of employers
- Examine professional development practices

The study consists of three sections, which can be viewed independently or together as chapters of a
comprehensive report.

Section 1: Background
Section 2: IT Skills Gap Causes and Trends
Section 3: Addressing IT Skills Gaps

The data for this study was collected via a quantitative online survey conducted December 15, 2011 to

January 23, 2012 among 1,061 IT and business managers involved in managing IT or IT staff within their
organizations. The countries covered in this study include: Canada (n=125), Japan (n=109), South Africa
(n=75), United Kingdom (n=250), and the United States (n=502).

The enclosed material covers the U.S. portion of the results ONLY. The international results are
presented in a separate report.

The margin of sampling error at 95% confidence for aggregate results is +/- 2.9 percentage points. For
the U.S. segment of the survey, margin of sampling error is +/- 4.3 percentage points. Sampling error is
larger for subgroups of the data. As with any survey, sampling error is only one source of possible error.
While non-sampling error cannot be accurately calculated, precautionary steps were taken in all phases
of the survey design, collection and processing of the data to minimize its influence.

CompTIA is responsible for all content contained in this series. Any questions regarding the study should
be directed to CompTIA Market Research staff at research@comptia.org.

CompTIA is a member of the Marketing Research Association (MRA) and adheres to the MRA’s Code of
Marketing Research Standards.
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Section 1 — Key Points
* The importance of information technology to the success of companies is growing.

* Relatively few organizations report being exactly or even very close to where they want to be
with technology utilization and staff skill levels.

* The top IT priorities for U.S. companies still include security, data storage, refreshing aging
equipment, improving network infrastructure, and disaster recovery/business continuity.
Consequently, even with the core areas of technologies, new options translate to the need for
new skills.

* Beyond core IT, the emerging areas of business process automation, mobility, collaboration,
virtualization and a host of other technologies will be priorities for segments of companies.
Again, each of these emerging areas will require both IT staff and end users have sufficient
knowledge bases and skill sets to maximize the return on technology investment.
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Technology Drives Business Success

The past few years have been an incredible period in innovation. Increasingly powerful and affordable
computing, inexpensive mass storage, more expansive broadband coverage, new form factors and
greater know-how to put it all together have had a significant impact on the economy and society.

Technology now affects more businesses in more ways than ever before. From SMBs to large enterprises

and capital-intense industries to labor-intense industries, technology routinely sits at the center of
business strategy.

Importance of Technology to Business
Success Trends Upward
Importance Today Compared to 2010 Anticipated Importance in 2014
Very
36% Important 46% Ivrﬁsgrtant
Important
Important
NET Neutral NET NET Neutral NET
Unimportant Important Unimportant Important
Source: CompTIA’s IT Skills Gap study
Base: 500 U.S. IT and Business Executives
CompTlAw Advancing the Global IT Industry

The data reveals a few nuances to the technology importance ratings. Large firms place higher levels of
importance on technology compared to smaller firms: 44% very important rating for large firms (500+
employees) vs. 33% for small firms (25-99 employees) and 30% for micro firms (5-24 employees). And,
as expected, companies in the IT industry vertical place more importance on technology than companies

in other verticals. But even in the case of the latter, a super majority rate technology as very important
or important to their success.

State of the IT Skills Gap: Full Report
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Many Organizations Not Where They Want to Be with Technology / Staff Skills
Despite the acknowledgment of technology’s importance to business success, relatively few
organizations are where they want to be in their use of technology. Some of this can certainly be
attributable to the resource constraints facing just about every organization. Even in good times, there is
never enough budget to buy every sought after piece of hardware or software.

Beyond the investment itself, challenges in execution is the other major reason many organizations are
not where they want to be in their use of technology. Failure to execute can take many forms. It could
be a poor purchase decision — buying the wrong technology for the wrong job. It could be a poorly
executed deployment, where new technology does not optimally integrate with legacy technology. Or, it
could be a failure to adapt management, business processes or company culture. Few organizations are
truly agile; most must overcome hefty inertial forces to change directions. Lastly, it could be a function
of knowledge and the ability to apply that knowledge to business needs.

According to the research, relatively few organizations report being exactly or even very close to where
they want to be with technology utilization and staff skill levels. To put this in perceptive, according to
the U.S. Economic Census there are approximately 27 million businesses in the United States (employer
+ non-employer businesses). The 65% of organizations rating their technologically utilization at
moderately close or lower represents nearly 18 million businesses. Additionally, it translates to over 15
million businesses that rate the aggregate skill level of their IT staff as less than optimal. Even modest
improvements in these two areas could yield tremendous economic benefits.

Majority of Organizations Seek to Improve Their
Use of Technology and IT Staff Skills

Exactly wh ttob %

xactly where want to be

Y 5%

37%

Very close to where want to be -
31%

46%

Moderately close to where want to be
50%

9%

Not that close to where want to be
12% | |T Staff Skills

® Technology Usage

Not at all close to where want to be

Source: CompTIA’s IT Skills Gap study

C TlA Base: 500 U.S. IT and Business Executives
O|“p 9 Advancing the Global IT Industry
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IT Priorities Provide Clues to Knowledge and Skill Needs

The top five IT priorities for U.S. companies today probably look a lot like priorities that may have been
published five or even ten years ago. Core issues of security, data storage, refreshing aging equipment
and networks have been mainstays of IT departments since the advent of IT departments. Of course,
there are now new variables that make decisions regarding core elements slightly more complicated.
On-premise or cloud? In-house staff or outsource? Open source or proprietary technology? And the list
goes on. Consequently, even with the core areas of technologies, new options translate to the need for
new skills.

Beyond core IT, the emerging areas of business process automation, mobility, collaboration,
virtualization and a host of other technologies will be priorities for segments of companies (see chart on
accompanying page). Again, each of these emerging areas will require both IT staff and end users have
sufficient knowledge bases and skill sets to maximize the return on technology investment.

Note: given the hype surrounding cloud computing, it may seem inconsistent for it to be rated a
relatively low priority in this study. Keep in mind, that many of the top-tier priorities may involve a cloud
element. For example, a company needing data storage and disaster recovery may evaluate the options
and settle on a cloud-based solution. Others seeking business process automation may implement a
cloud-based software-as-a-service option such as SuccessFactors for HR employee management. The
take-away: many CIOs and business executives first think about the problem/needs and then the
solution, which in some cases will inevitably involve a cloud element.

Top IT Priorities for 2012

NET: High Priorities + Medium Priorities

Cybersecurity

Data storage/back-up

Updating aging computers/software for staff
Network infrastructure

Disaster recovery/Business continuity planning
Automating business processes through technology
Mobility

Web/Online presence, including e-commerce
Collaboration

Telecommunications

Virtualization

Business intelligence/Data analytics and mining
Cloud computing

Social networking technologies

Green IT

CompTlA

88%
88%
82%
82%
81%
73%
66%
64%
63%
62%
61%
59%
50%
41%
38%
Source: CompTIA’s IT Skills Gap study

Base: 500 U.S. IT and Business Executives
Advancing the Global IT Industry
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Top Ten IT Priorities by Company Size
NET: High Priorities + Medium Priorities
Micro Firms (5-24 employees) Small Firms (25-99 employees)
91% Data storage/back-up 86% Updating aging computers/software
87% Cybersecurity 85% Data storage/back-up
78% Network infrastructure 85% Cybersecurity
77% Updating aging computers/software 80% Disaster recovery/Business continuity
76% Disaster recovery/Business continuity 80% Network infrastructure
73% Web/Online presence, including e-commerce 70% Business process automation
71% Business process automation 67% Web/Online presence, including e-commerce
67% Mobility 63% Mobility
63% Collaboration (e.g. web/video conferencing) 56% Collaboration (e.g. web/video conferencing)
60% Business intelligence/Data analytics and mining 52% Telecommunications (e.g. VoIP, UC)
Medium Firms (100-499 employees) Large Firms (500+ employees)
90% Cybersecurity 92% Cybersecurity
87% Data storage/back-up 89% Data storage/back-up
84% Network infrastructure 89% Disaster recovery/Business continuity
82% Updating aging computers/software 87% Network infrastructure
82% Disaster recovery/Business continuity 86% Updating aging computers/software
73% Business process automation 81% Business process automation
67% Virtualization 79% Virtualization
66% Telecommunications (e.g. VoIP, UC) 76% Telecommunications (e.g. VoIP, UC)
65% Collaboration (e.g. web/video conferencing) 75% Business intelligence/Data analytics and mining
61% Mobility 74% Mobility y
Source: CompTIA's IT Skills Gap study
CompT A SRR --= e st o e vty

Methods Organizations Use to
Manage the IT Function

Micro Small Medium
Managing the IT function Firms Firms Firms
Formal IT department with dedicated IT staff 35% 50% 87% 87%
Informally with other staff that are not part of a 22% 1% 28% 219%
formal IT department
OccaS|or.1&.1I use.of an outside IT firm/tech consultant 39% 39% 21% 42%
for specific projects or work
Outsourcing of a function via an on-going contract 22% 15% 15% 25%

with an outside IT firm (managed IT services)

Micro firm = 1-9 employees

Small firm = 10-99 employees
Medium firm = 100-499 employees
Large firm = 500+ employees

Source: CompTIA’s IT Skills Gap study

C TlA Base: 500 U.S. IT and Business Executives
O'I.p 9 Advancing the Global IT Industry
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Section 2 — Key Points

* The great majority of employers (93%) indicate there is an overall skills gap, the difference
between existing and desired skill levels, among their IT staff.

* Nearly 6in 10 (56%) companies report being only moderately close or not even close to where
they want to be with IT skills.

* Respondents place the highest levels of importance on skills associated with what could be
described as the IT foundation such as networks, servers, storage, security, database

management, and IT support.

* Most (80%) organizations indicate their IT skills gap affects at least one business area such as
staff productivity (41%), customer service / customer engagement (32%), and security (31%).

* Nearly half of respondents cite the dynamic nature of the tech space as a primary cause of skills
gaps. Another top cause is the lack of resources for professional development.

State of the IT Skills Gap: Full Report 7
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IT Skills Gaps Trend Upwards

It would be challenging, and somewhat troublesome, to find an organization that is perfectly content
with the level of skills and expertise their employees possess. Couple that with today’s unforgiving
competitive environment and the skills needed to effectively support ever-changing technology, an
overarching gap in IT skills is no surprise. As the data in CompTIA’s State of the IT Skills Gap study
echoes, a vast majority of employers (93%) indicate there is an overall skills gap, the difference between
existing and desired skill levels, among their IT staff. Unfortunately, nearly 6 in 10 companies report
being not close or only moderately close to where they want to be with IT skills. The distribution of
results aligns with where the organization lies on the technology usage curve (see Section 1). In other
words, gaps in IT skills are likely hindering companies’ optimal utilization of technology and presumably
hampering business success.

On a more positive note, at least some companies are making headway with their gaps in IT skills as 3 in
10 employers feel the IT skills gap at their organization has decreased over the past two years, which
may be a function of their industry vertical, their IT needs or even the effectiveness of their internal
training initiatives. Alternatively, it could be a situation of “not knowing what you don’t know.” Some
organizations could be unaware of their IT skill needs, especially in emerging areas.

Nonetheless, few differences exist in comparisons of the data by company size, industry vertical or job
role. This suggests widespread self-awareness and recognition of the issue.

Compared to other functional areas, such as marketing, finance, operations and so forth, 30% of
executives believe skills gaps are more prevalent in IT. Validating the importance of industry-
specialization skills, this percentage is considerably higher for those in the IT industry (40%) versus
organizations outside IT such as government, education, finance, retail, healthcare, manufacturing (non-
IT products), and other sectors (26%).

Skills Gaps in IT on the Rise
Change in Overall IT Skills Skills Gaps in IT Compared to
Gaps Over Past 2 Years Other Functional Areas
42%
Y8 |ncreased
9% Significantly
29% 30%
Significantly
7% Higher in IT
19% 18% R
Y4 Increased
33% Moderately — Moderately
0,
25% PEV) Higherin IT
14%
10%
NET No NET NET About NET
Decreasein Change IncreaseinIT Lower Level the Higher Level
IT Skills Gaps Skills Gaps of Skills Gaps ~ Same  of Skills Gaps
inlT Level inIT
S : C TIA’s IT Skills G tud
CompTlAv BaSEf):Or;eU-S(-)Trznd ;USine’SSSEX(;,ZSﬁL‘j/EZ Advancing the Global IT Industry
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Most Organizations Seek to Improve Both
“Hard” and “Soft” IT Skills Gaps

HARD skills typically refer to technical skills, while SOFT skills includes things such as communications, teamwork, etc.

A NET 34%
focused only
on HARD IT
Skills Gaps

Almost entirely HARD skills
Mostly HARD skills
Equal parts HARD skills and SOFT skills

Mostly SOFT skills A NET 19%
focused only
on SOFTIT

Almost entirely SOFT skills Skills Gaps

Source: CompTIA’s IT Skills Gap study

C TlA Base: 500 U.S. IT and Business Executives
o'l.p © Advancing the Global IT Industry

Organizations Rate Work Ethic, Initiative and
Customer Service as Top “Soft IT Skills”

Somewhat Very
Important Important

Strong work ethic
Motivation and initiative |IEEI72E N7
Customer service

Flexibility and adaptability

Innovation / Creative problem solving
Analytical skills
Teamwork

Verbal and written communication

Project management

Source: CompTIA’s IT Skills Gap study

C TlA Base: 500 U.S. IT and Business Executives
o'l.p © Advancing the Global IT Industry
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Analysis of IT Skills Needs and Gaps

In most organizations, strategic priorities align with and influence IT skills needs. Core IT priorities, as
well as longer-term priorities in emerging areas (see Section 1), are reflected in skills ranking.
Respondents place the highest levels of importance on skills associated with what could be described as
the IT foundation — the fundamental elements of hardware, software and IT support required to exist in
today’s digital economy.

Top Tier IT Skills Priorities (NET rating of >70%)
- Networks / Infrastructure
- Server / data center management
- Storage / data back-up
- Cybersecurity
- Database / Information management
- Help desk / IT support
- Telecommunications / Unified communications
- Printers, copiers, multifunction devices
- Data analytics / Business intelligence
- Web design and development
- Customer relationship management (CRM)

Beyond core IT skills, needs vary based on a number of factors. For example, skills associated with
mobile device management received an overall net rating of 60%, which places it as a mid-level need.
Given the eye-popping adoption figures of mobile devices, a mid-tier skills need rating may seem
guestionable. However, there are a lot of variables at play. A company with a customer base in a limited
geographic range that relies heavily on internal sales and third party fulfilment may need only the very
basics from mobile devices, such as voice communication and email.

In many disciplines, importance ratings are similar across firm type, such as small vs. large or IT industry
vs. non-IT industry. Notable differences do exist though (see tables on subsequent pages).

Summary of Notable Differences in IT Skills Importance Ratings:

Larger Firms
* Place relatively more importance on IT skills associated with virtualization, SharePoint, ERP, big
data, cybersecurity, telecom and A/V

Smaller Firms
*  Place relatively more importance on IT skills associated with search engine optimization

IT industry Firms
* Place relatively more importance on IT skills associated with big data, application
development/programming, web design/development, mobile app development, Linux and
cloud computing

Non-IT industry Firms
* Place relatively more importance on IT skills associated with telecom, printers/copiers and A/V

State of the IT Skills Gap: Full Report 10
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Rating of Importance of IT Skills | L4 Sl NET

Concern Over Skills Gaps

Somewhat Very Importance  Skills Gap
Important  Important of Skill Concern

Infrastructure / End-points

Networks / Infrastructure (LANs, WANS, etc.) 30% 65% 95% 40%
Server / data center management 32% 61% 93% 38%
Storage / data back-up 35% 57% 92% 29%
Help Desk / IT support 35% 51% 86% 28%
Telecommunications - VolP, UC, etc. 44% 35% 79% 21%
Printers, copiers, multifunction devices 46% 33% 78% 17%
Mobile phones / smartphones 39% 21% 60% 21%
A/V - projectors, digital displays, etc. 37% 11% 49% 11%
Tablets 32% 12% 44% 21%
Information
Security / Cybersecurity 32% 59% 91% 40%
Database / Information management 38% 51% 89% 40%
Data analytics / Business intelligence 45% 27% 72% 27%
Customer relationship management (CRM) 41% 30% 71% 22%
Enterprise resource planning (ERP) 45% 18% 63% 22%
"Big data" (Hadoop, NoSQL, etc.) 34% 12% 46% 14%
Applications / Internet
Web design / development 40% 31% 71% 29%
sQL 36% 34% 70% 20%
HTML 41% 28% 70% 13%
Web infrastructure 41% 28% 69% 20%
Virtualization 33% 36% 69% 26%
Application development / programming 32% 34% 67% 21%
SharePoint 39% 18% 57% 18%
Search engine optimization (SEO) 38% 19% 57% 18%
JavaScript 39% 18% 57% 11%
Java 38% 18% 56% 11%
Cloud computing - SaaS related 37% 15% 51% 20%
Mobile app management, development, etc. 34% 16% 50% 14%
Cloud computing - laaS or PaaS related 36% 14% 50% 21%
PHP 34% 11% 45% 9%
Linux 28% 15% 43% 14%
Apple devices / OS /i0OS 30% 13% 43% 13%

State of the IT Skills Gap: Full Report 11
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Index of IT Skills Rated Very Important Micro  Small Medium Large IT  Non-IT
Firms Firms Firms Firms = Firms Firms

Infrastructure / End-points

Networks / Infrastructure (LANs, WANS, etc.) 74 108 116 110 105 98
Server / data center management 79 107 110 112 102 99
Storage / data back-up 90 107 104 102 104 99
Help Desk / IT support 79 86 128 116 110 97
Telecommunications - VolP, UC, etc. 74 87 131 117 78 108
Printers, copiers, multifunction devices 89 114 112 86 67 112
Mobile phones / smartphones 115 89 104 86 106 98
Tablets 81 81 113 136 102 99
A/V - projectors, digital displays, etc. 58 59 158 143 68 111
Information
Security / Cybersecurity 83 86 112 127 108 97
Database / Information management 92 94 98 120 110 97
Customer relationship management (CRM) 105 98 94 102 120 93
Data analytics / Business intelligence 90 74 97 149 112 96
Enterprise resource planning (ERP) 46 81 111 189 113 95
"Big data" (Hadoop, NoSQL, etc.) 66 77 124 151 164 77
Applications / Internet
Virtualization 69 85 113 149 122 92
Application development / programming 87 81 109 132 141 85
sQL 80 89 123 118 132 89
Web design / development 106 96 101 94 129 90
HTML 104 89 112 92 116 94
Web infrastructure 86 106 108 105 134 88
Search engine optimization (SEO) 123 105 77 87 126 91
SharePoint 46 74 130 177 99 100
Java 75 50 136 156 141 85
JavaScript 97 46 134 129 144 84
Mobile app mgt, development, etc. 89 112 95 108 135 88
Linux 76 90 122 122 150 82
Cloud computing - SaaS related 97 94 98 113 172 74
Cloud computing - laaS or PaaS related 109 84 99 107 146 84
Apple devices / OS /i0OS 123 77 101 92 120 93
PHP 115 59 123 100 160 78

How to Read an Index:

An index is a way to compare relative differences among different segments of data. 100 = Overall rating. >100 =
Represents interest greater than the overall. The higher the number, the greater the interest relative to the overall
score. <100 = Represents interest lower than the overall. The lower the number, the lower the interest relative to
the overall score. A score of 90 means the respondent is 10% less likely than the average to rate the IT skill as
important. Conversely, a score of 110 means the respondent is 10% more likely than average to rate the IT skill as
important. It’s important to note, a high score only means there is a strong rating relative to the other segments. A
score could be relatively high, but overall importance could be relatively low.

State of the IT Skills Gap: Full Report 12
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IT Skills Gaps Concerns

In many areas, firms operating in the IT industry vertical and firms operating in all other industry
verticals share many of the same concerns over IT skills gaps. The core functions of information
management, network infrastructure, security and data storage rate as top level areas of concern,
where current or future skill sets are not at desired levels.

Help desk and IT support also rate as concerns. While the methods of providing IT support have evolved
(think remote maintenance and monitoring) and the range of devices, locations and workers using
technology have expanded, there continues to be a fundamental need for IT support services. For IT
companies this may entail providing support to customers, while for companies in other verticals it may
be the help desk function within the IT department.

The results indicate IT industry firms express slightly more concern over cloud computing skills gaps in
the areas of infrastructure-as-a-service (laaS) and platform-as-a-service (PaaS). This is likely driven by

competitive pressures — many IT firms are scrambling to build and promote their cloud-based service

offerings. Obviously, inadequate levels of expertise will hamper those efforts.

Skills Gaps Concerns
Among Firms in Other
Industry Verticals

Skills Gaps Concerns

Among IT Industry Firms

¢ Database / Information management e Security / Cybersecurity

e Networks / Infrastructure e Networks / Infrastructure

e Server / data center management e Database / Information management
e Security / Cybersecurity e Server / data center management

e Help Desk / IT support e Storage / data back-up

 Data analytics / Business intelligence * Web design / development

e Web design / development e Help Desk / IT support

¢ Application development / programming ¢ Data analytics / Business intelligence
¢ Virtualization ¢ Virtualization

e Storage / data back-up ¢ Enterprise resource planning (ERP)

¢ Cloud computing - laaS or PaaS e Customer relationship management (CRM)

Again, it’s worth noting, low concern over a skills gap doesn’t automatically mean the skill is
unimportant or there is already an optimal pool of workers with the desired levels of knowledge and
skill sets. Rather, it may be a reflection of where the technology is in its lifecycle. For example, the
reason relatively few respondents express concern over skills gaps in big data or mobile app
development may be because relatively few firms are far enough along in to have an understanding of
skills needs.

State of the IT Skills Gap: Full Report 13
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As implied earlier, a company’s shortfall in IT skills is likely to impede on other areas of the business.
While it would be difficult to measure direct costs or opportunity costs, a large majority (80%) of
employers point to at least one specific business area potentially affected by their organization’s IT skills

gap.

Top areas influenced by shortcomings in IT skills are staff productivity (41%), customer service /
customer engagement (32%), and security (31%). It especially affects speed to market for IT businesses
(34%) versus those in other industries (20%). Also interesting to note, smaller companies feel the punch
in profitability more so than larger firms.

IT Skills Gaps Negatively Affect
Organizations in a Number of Ways

® Large Firms ® Medium Firms Small Firms
I v U7
Staff productivity
41%
engagement 26% I

Cybersecurity / defending against

security threats 29%
__m
Innovation / new product development |77
23%
Speed to market with new products or ﬂﬂﬂ
services 15% :
—T
Profitability | N7
23%

Source: CompTIA’s IT Skills Gap study

C —l—lc Base: 500 U.S. IT and Business Executives
O'l.p 9 Advancing the Global IT Industry
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Additionally, the data validates that the companies significantly more likely to be negatively impacted by
their IT skills gaps are the ones not close to where they want to be in using technology, i.e. “non tech
savvy.” As the chart below shows, the more “tech savvy” a firm is, the less of an impact their IT skills
gaps have on business areas such as productivity, customer service, and security. This also holds true for
the level of IT skills. The further away a firm’s staff IT skills are from their organization’s ideal, the larger
the negative impact on other business areas. Hence, to reiterate the point made in Section 1, even
modest improvements in the two areas of technology utilization and staff skill levels would likely yield
massive economic benefits.

Organizations that Lag in IT Utilization
Suffer Most from IT Skills Gaps
H Very Tech Savvy Firms  ® Moderately Tech Savvy Non Tech Savvy
- 32%]
Staff productivity W_M
53%
Customer service / customer
engagement 37%
Cybersecurity / defending against ﬂ!ﬁﬂ
security threats : 529
| —7T
Innovation / new product development YT
30%
Speed to market with new products / %
services T 29%
- 21%]
Profitability | NI
19% Source: CompTIA’s IT Skills Gap study
Base: 500 U.S. IT and Business Executives
CompTlA» Advancing the Global IT Industry
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Many Factors Contribute to IT Skills Gaps

The research confirms most organizations recognize the presence of IT skills gaps and their potential
harm to the bottom line, and yet, a plurality of firms acknowledge the need for improvement. The
research helps explain this apparent disconnect. Simply put, there are many factors driving IT skills gap
and few easy answers.

Overall, the greatest percentage of respondents cite the dynamic nature of the tech space as a primary
cause of skills gaps. Innovation occurs faster and on more fronts, product lifecycles are now measured in
months instead of years and market competition has never been greater. Consequently, organizations
and IT staff are put in the difficult position of having to decide where to invest their limited time. A
hedging approach whereby IT teams seek basic knowledge about a lot of technologies prevents
organizations from becoming true experts in any one domain. Conversely, a focused approach exposes
organizations to the risk of picking the wrong technologies and/or strategies.

The two other prominent factors are resource constraints and a perceived lack of workplace
improvement following education or training. There are unique elements to these two issues, but also
areas of overlap. Lack of resources is another way of saying the expenditure is a low priority or the
perceived ROl is low. Similarly, concerns that IT education and training does not sufficiently translate to
workplace performance is really another way of saying the ROl of education and training is too low.

While these concerns are certainly valid in some cases, more often than not, organizations struggle to
measure and understand staff productivity, the value of time and the ROI of training. Without the
proper metrics in place and the knowledge to use them, organizations will be ill-equipped to
strategically overcome IT skills gaps (more on this topic in Section 3 of this report).

Perceptions of Factors that Contribute to IT Skills Gaps

Fast changing technology - difficult for IT workers

(1)
to stay current with skills 46%

'S

Lack of resources for IT skills development 3%

IT education/training does not sufficiently

()
translate to workforce performance 39%

IT pay too low in some areas 29%

Difficultly of providing on-the-job training 23%

Competition for a limited pool of skilled IT

20%
workers

Insufficient focus on STEM education 15%

IT careers do not attract the best and brightest 10%

Source: CompTIA’s IT Skills Gap study

C TlA Base: 500 U.S. IT and Business Executives
O'I.p @ Advancing the Global IT Industry
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Summary Points of Contributing Factors to IT Skills Gaps by Segment:

Larger Firms
* Relatively more concerned about fast changing technology, insufficient transfer of
education/training to workplace performance, competition for a limited pool of skilled IT
workers

Smaller Firms
* Relatively more concerned about lack of resources for education/training

IT industry Firms
* Relatively more concerned about insufficient transfer of education/training to workplace
performance, competition for a limited pool of skilled IT workers, insufficient focus on STEM
education and IT careers not attracting the best and brightest

Non-IT industry Firms
* Relatively more concerned about lack of resources for education/training

Perceptions of Factors that Contribute to IT Skills Gaps

Micro | Small | Medium | Large
Firms Firms Firms Firms

0, 0, 0, 0, 0, 0,

workers to stay current with skills 39% 49% 4% 48% B e
Lack of resources for IT skills development 45% 48% 39% 41% 38% 45%
IT education/training does not sufficiently 31% 35% 48% 44% 45% 36%
translate to IT workforce performance

IT pay is too low in some areas 20% 33% 35% 28% 31% 28%
|'|'|f£gl:|l(tetr(; conduct on-the-job training for 20% 5% 26% 20% 25% 22%
Svc;r;wkr::ts'mon for a limited pool of skilled IT 16% 16% 22% 25% 26% 17%
Insufficient focus on STEM education 16% 16% 15% 14% 25% 12%
IT careers do not attract the best and 10% 4% 12% 12% 16% 7%

Fast changing technology - difficult for IT

brightest workers

Source: CompTIA’s IT Skills Gap study

C Tl Q Base: 500 U.S. IT and Business Executives
Olllp 9 Advancing the Global IT Industry
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Section 3 — Key Points

More than half (56%) of employers do not have a process or method for identifying possible IT
skills gaps among employees.

* About4in 10 (39%) IT and business managers believe that their executive management and HR
do not give enough attention to IT skills gap issues.

* Nearly 6in 10 (57%) organizations address IT skills gap challenges via training or retraining
existing staff in areas where skills are lacking.

* The most common training method companies use for IT staff professional development is
online self-study.
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Most Organizations Reactive in Their IT Skills Gaps Strategies

Given the apparent scope of IT skills gaps and the impact on other areas of business, it's somewhat
surprising that most organizations do not have a process or method for identifying possible IT skills gaps
among employees. Related to findings in Section 2, companies struggle with a lack of resources for IT
skills development.

Additionally, employers likely find it challenging to implement the framework to shift to a more
proactive or formal process for at least discovering skills gaps. Or they may simply be unaware of the
possible human capital or workforce management type of resources they could use. This points to an
opportunity for IT firms to work with these organizations on appropriate solutions, showcasing the ROI
of employee training as well.

Few Organizations Have a Formal Process in Place for
Proactively Identifying IT Skills Gaps

Segments Most Likely
to Have a Formal
Process in Place

Formal
Process

- Large Firms (500+ staff)
No

Process
in Place - Tech-savvy firms

- IT industry firms

- Firms that require IT
Ad Hoc certifications

Process

- Firms that invest in
\training J

Source: CompTIA’s IT Skills Gap study

C Tl Q Base: 500 U.S. IT and Business Executives
Olllp 9 Advancing the Global IT Industry
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Even if a firm recognizes IT skills gaps among its employees, not much can be resolved without the
necessary support from executives and expertise from human resources. According to the data recently
collected, clearly efforts are concentrated elsewhere when employers should try to focus more on their
employees; their most valuable asset after all. Those in IT management roles are especially feeling the
neglect. On the other hand, findings suggest that executives and HR professionals in IT firms are more
attentive to IT skills gaps than companies outside of the IT industry.

Respondents cite a variety of reasons for why executive management and HR do not give IT skills gap
issues enough attention. Common themes emerge around IT not being a priority (until something
breaks), lack of budget/resources, the “cost” of training, and the lack of technical knowledge. Sampling
of verbatim comments:
“Their priority is with other areas. They don't recognize the importance of IT as it relates to
overall strategy.”

- “Funding and resources. Budget restraints are the number one issue!”

- “They do not understand the amount of time necessary to stay abreast of current IT trends and
learning new skills.”

- “Most do not realize or accept all the background challenges and maintenance actions that
occur. They only see the finished product or higher level and higher visibility results without
realizing all the background actions that were needed to have it occur.”

Degree to Which IT Skills Gaps are Given Enough
Attention by Executive Management and HR

(1]

No

B IT Function Perspective

Don't Know / NA
® Business Function Perspective

Source: CompTIA’s IT Skills Gap study

C Tl a Base: 500 U.S. IT and Business Executives
O'l.p 9 Advancing the Global IT Industry

Yes, somewhat
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Training Existing Staff Key

The primary way organizations address IT skills gaps challenges is via training existing staff versus
turning elsewhere for new workers. Most professionals in executive or HR roles should already
recognize that investing in staff training is typically a cheaper option than hiring new employees or
outsourcing.

As CompTIA’s Employer Perceptions of IT Training and Certification study highlights, there is a wide
spectrum of professional development support organizations actually provide to employees.
Nevertheless, nearly two-thirds view professional development as either extremely important (20%) or
very important (45%). Another 28% declare it is moderately important. Interestingly, perhaps because of
available resources or advancement opportunities, large-size companies place significantly higher
importance on professional development than small-size firms.

Many Organizations Plan to Address IT Skills
Gaps by Investing in Training for Existing Staff

Train or retrain existing staff in areas where
skills are lacking

Outsource the work to third party firms or

(1)
contractors that have required skills 38%

Hire new staff with desired skills 28%

Contribute or support programs designed
to boost STEM education to increase pool
of students entering technical fields

Source: CompTIA’s IT Skills Gap study

C —l—lc Base: 500 U.S. IT and Business Executives
O'l.p 9 Advancing the Global IT Industry
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It makes sense that the firms more likely to train current employees are larger or in the IT industry.
Conversely, the organizations more likely to outsource are micro-size. Therefore, as companies
increasingly adopt emerging technologies and look to advance their skills support, IT service providers
may want to first target selling to organizations with just 5-24 employees.

Addressing IT Skills Gaps by Segment

Micro | Small | Medium
Firms Firms Firms

. - 49% 50% 64% 70% 72% 52%
where skills are lacking
Hire new staff with desired skills 22% 26% 25% 45% 38% 25%
Outsource the work to third party firms or 48% 39% 30% 33% 26% 43%

Train or retrain existing staff in areas

contractors that have required skills

Contribute or support programs designed
to boost STEM education to increase pool 9% 1% 8% 5% 12% 5%
of students entering technical fields

Source: CompTIA’s IT Skills Gap study

C TlA Base: 500 U.S. IT and Business Executives
O'l.p @ Advancing the Global IT Industry
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The American Society for Training and Development (ASTD) estimates U.S. organizations spent $125.88
billion on employee learning and development in 2009. Note: this figure includes expenditures on things
such as operations, trainer salaries, and administrative costs. Nearly two-thirds of the US total ($78.6
billion) was spent on the internal learning function, such as staff salaries and internal development
costs, with the remainder ($47.3 billion) allocated to external services such as workshops, vendors and
external training sessions.

A growing piece of the training/education market is eLearning. As reflected in CompTIA’s recent study,
online self-study is the primary method companies use for addressing IT skills gap challenges. However,
other types of training such as vendor-provided and instructor-led classroom are popular as well.

Training/Education Methods Used to Address IT Skills Gaps

Online self-directed training or education

Vendor provided training

In-person/classroom training conducted
internally

In-person/classroom training conducted
externally

Training/educational webinars

Attending industry conferences,
workshops, etc.

Additional college coursework or the
pursuit of an advanced degree

Source: CompTIA’s IT Skills Gap study

C Tl a Base: 500 U.S. IT and Business Executives
O|||p 9 Advancing the Global IT Industry
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Factors such as company size and type of business may affect an organization’s likelihood to use one
type of training method over another. For example, large-size organizations are more likely to utilize
nearly all the different methods covered in this study versus their smaller counterparts. IT workforce
training providers may do well to primarily target the larger firms (500 or more employees), especially
for vendor-provided training, classroom training, or industry conferences/workshops.

Training/Education Methods Used by Segment

Micro Small | Medium
Firms Firms Firms

Online self-directed training or education 45% 49% 53% 54% 60% 46%
Vendor provided training 36% 39% 45% 50% 48% 39%
::;Zfrl;z(l)lc/classroom training conducted 38% 35% 349 47% 599% 31%
Lr:(—t;:-.;;s:”r;/classroom training conducted 329 29% 38% 49% 37% 36%
Training/educational webinars 34% 29% 36% 31% 42% 29%
at;fl?s‘:gis'"dusw conferences, 25% 27% 33% 40% 36% 28%
Additional college coursework or the 10% 16% 20% 24% 249% 14%

pursuit of an advanced degree

Source: CompTIA’s IT Skills Gap study

C Tlc Base: 500 U.S. IT and Business Executives
O'l.p @ Advancing the Global IT Industry
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